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ABSTRACT 


This paper aims at providing a valid E-voting framework schema based on BC technology that serves the 
election process in the Jordan context. It investigates the validity and feasibility of the proposed model using 
a focus group study to restructure the implementation process as an initial step before the researchers develop 
the final software product that aligns with Jordanian parliament election law. The study initially proposes a 
framework for an e-voting framework based on blockchain technology and then evaluated it through a focus 
group. The proposed framework schema fulfills the standards of adopting E-voting by stressing a set of 
principles related to consistency, integrity, and identity verification. The final conceptual framework schema 
was developed considering the validation results recommended by the experts' evaluation to become a valid 
model that can move forward in following up on its implementation. 

Keywords: Security, E-Voting System, Blockchain, Jordan Parliamentarians, Elections. 


1. INTRODUCTION the difficulty of participating for sick people or 
people with mobility problems, the disincentive 
for participation that supposes long queues in 
front of a polling station [4],[5]. All this has lead 


technology companies and public organizations to 


The transition from a conventional to an 
electronic voting system is a step that many 
countries and electoral boards are reluctant to 


take. In fact, technological innovations such as 
Direct Recording Electronic (DRE) to facilitate 
voting or counting have already proven to be 
vulnerable and have bugs that are difficult to 
detect [1],[2]. Therefore, the lack of confidence in 
this type of system is remarkable. In systems that 
work online, the concern is even greater since 
transactions are exposed to cyberattacks, there 
may be vulnerabilities in personal voting devices, 
there is a high risk of coercion, etc. [3]. On the 
other hand, electronic voting improves problems 
of traditional systems, such as difficulties in 
exercising the right to vote for residents abroad, 


continue working on electronic voting systems 
and investigate the incorporation of new 
technologies to improve the security and 
transparency of their systems. In this sense, 
Blockchain (BC) is a technology that has recently 
gained popularity in various sectors and could 
contribute to improving the field of electronic 
voting due to its immutability, integrity, and 
auditability [6-9]. 

Another outstanding feature of the 
blockchain, and that of most cryptocurrencies, is 
that it is a public system, in which not only the 
records can be freely consulted, but also, any node 
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that follows the rules of the protocol can 
participate in the consensus protocol and include 
new data without the need for special permissions 
[10-12]. For this reason, these blockchains are 
called permissionless. On the other hand, 
following other security and accessibility 
requirements, permissioned blockchains were 
later proposed, which could have private content 
and require special permissions to be able to 
participate in the consensus [13-15]. Ripple is one 
of the most prominent projects using this type of 
blockchain [16-20]. 


This paper reviews some of the main electronic 
voting projects and opt to investigate the 
contributions of blockchain as an immutable 
record to improve or replace part of an electronic 
voting system implemented with — other 
technologies. It studies representative systems of 
both uses and investigates which blockchain 
brings advantages to Jordanian e-voting system 
project in terms of security. 


2. Literature Review 

In 2008, the white paper titled Bitcoin: A peer 
to peer electronic cash system , not only acts as a 
starting point for Bitcoin, but also introduces 
blockchain technology as a decentralized system 
that, through a consensus protocol, allows system 
participants to record data immutably without 
using a trusted third party [21-24]. Subsequently, 
using the same philosophy of the blockchain 
proposed in Bitcoin, other systems have been 
created that adapt to other purposes or 
requirements. For example, some interesting 
proposals that try to improve Nakamoto's original 
design propose the implementation of techniques 
aimed at preserving user privacy, such as the use 
of ring signatures in CryptoNote [25] or 
knowledge tests in ZeroCash [26]. 


BC technology has evolved quite a bit since 
its original design. Even so, the basic security 
properties that distinguish it as a decentralized 
and immutable registry system are present across 
all the new proposals. In this article, we focus on 
the use made by the different electronic voting 
projects of the security and privacy features 
linked to the blockchains used. BC as immutable 
record is one of the most advanced electronic 
voting projects that uses blockchain as an 
immutable registry as the centerpiece of its 
technology is Agora(Gailly et al., 2018) . The 
architecture of this project is divided into 4 layers: 
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a bulletin board, Cotena, the Bitcoin blockchain 
and Votapp. 


On the one hand, the bulletin board is a 
permissioned blockchain with a skip chain 
architecture, where certain nodes operated by 
Agora, or third parties are granted either write or 
read-only permissions [27-30]. This blockchain is 
used as an immutable record of data generated 
during the electoral process (e.g., votes, null 
knowledge proofs evidencing the correctness of a 
voting system thread) [31]. Thus, there is a set of 
nodes with sufficient write permissions known as 
Cothority (Collective authority), |= which 
collectively confirm the insertion security and e- 
Administration transactions in the bulletin board 
[32-34]. The way Cothority works is based on the 
rotating election of a special node called an oracle, 
which oversees carrying out most of the 
management, leaving the other nodes basically 
collaborative tasks on and monitoring of the 
oracle [35]. 


In this way, all the nodes receive the 
transactions with the votes cast by the voters, 
among other voting data, but the oracle oversees 
proposing new blocks to be included in the 
blockchain with the transactions received [36-39]. 
In addition, the bulletin board acts as a central 
communication and memory channel, with the 
oracle overseeing writing blocks in the Cotena log 
and sending integrity tests to the blockchain of 
Bitcoin. Thus, nodes have the responsibility to: a) 
maintain a copy of the bulletin board; b) receive 
encrypted votes from voters, authenticate their 
data, and ensure that votes are cast by an 
authorized voter; c) confirm the blocks proposed 
by the oracle; d) unscramble the votes once the 
election is over and create plaintext votes so they 
can be counted; and e) keep a copy of the Cotena 
log and monitor that it is correct [39]. 


The second layer of Agora's architecture is 
known as Cotena. This component is basically a 
tamper-resistant logging mechanism built on top 
of the Bitcoin blockchain, where bulletin board 
integrity tests are written [40]. In this way, Agora 
uses the computational power and transparency 
offered by the Bitcoin network to protect the 
integrity of its permissioned blockchain. Agora's 
blockchain allows for a public record of each step 
of the vote and for the stages to be easily auditable 
[41]. The system is verifiable end-to-end since an 
auditor could verify that the configuration 
parameters are correct , — the encrypted votes 
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correspond to authenticated voters specified in the 
configuration list and reflect their choices , the 
mixing network works correctly , the null 
knowledge tests that are generated correspond to 
correct steps to make a random verification and 
correctly anonymize the votes, the votes partially 
deciphered by each node are correct and the plain 
text has been successfully rebuilt; and that the 
final count is well computed [42-45]. Finally, 
official auditors can sign a certificate and register 
it on the bulletin board. 


In this way, Agora uses a hybrid architecture 
of blockchain with permissions and without 
permissions, where the bulletin board is used to 
write all the data of the voting process (e.g., votes 
received in each node) [46-48]. This requires a 
system with little latency, and then screenshots of 
the bulletin board are made in the Bitcoin 
blockchain, which ensuring integrity and 
immutability in a more secure blockchain. 
However, it requires higher latency to record 
transactions [49]. With this design, the creators of 
Agora ensure that the system has a scalable 
architecture, high availability, usable, low cost, 
low latency, without single points of failure, 
which allows offline verifiability and that allows 
it to be adapted to the regulations of different 
types of election [50]. 


Although all the steps are published in the 
blockchain and therefore are accessible by all 
parties, it should be noted that this proposal also 
respects other previously mentioned privacy 
properties required in an electronic voting system. 
On the one hand, it does not allow knowing the 
partial result of the election, since the votes are 
published encrypted with a multi-authority 
system. Moreover, it also protects the privacy of 
the voter, since the mixing network provides 
anonymity, the vote is secret, and, unlike other 
systems, the voter is not provided with a voting 
receipt that can later teach a third party, avoiding 
possible maneuvers of coercion. 


The use of blockchain as an immutable 
registry has also been proposed in other projects. 
For example, [51] propose to record integrity tests 
of their log system in the Bitcoin blockchain, with 
a proposal similar to that commented on in Agora. 
On the other hand, TIVI uses blockchain in a 
digital time stamping service [52]. Thus, with this 
system they can ensure that a datum has existed at 
a certain moment in time. For example, a 
fingerprint of each vote is sent to the external 
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timestamp service. The time stamp is saved with 
the vote and passed to the voter, who can verify 
that the vote was recorded correctly, and was not 
altered or removed from the system. 


3. PROBLEM STATEMENT AND 
QUESTIONS 


In Jordan context, the election is a constitutional 
right that enables Jordanian to elect only the 
members of the legislative authority, the 
Parliament. However, this requires tedious 
procedures and great effort in carrying out the 
election. This issue can consume the entire 
infrastructure and resources without fully 
ensuring its credibility due to the related 
challenges, difficulties, errors, and manipulations. 
The current Jordan’s TE system relies on 
administrative and human _ action, which 
sometimes can be dominated by the bias of 
involved people or organizations. These 
challenges might lead to distrust of the results and 


threaten the electorate’s privacy and _ the 
transparency of the whole election process. 
Meanwhile, The Independent Electoral 


Commission (IEC) is the center of the election 
process in Jordan, which is the TE system. The 
presence of such ICE as a single body that drives 
the election process needs to ensure the integrity 
and transparency of an election process, which is 
not an easy task and opens opportunities for 
tampering with the election. Furthermore, TE 
poses a long time in processing ballots and 
counting votes, which increases doubts about the 
integrity and transparency of the elections. 
Moreover, sometimes the responsible entity of the 
election process fails to determine the proper 
voting sites flexibly and dynamically, which can 
prevent some of the electorates from casting their 
votes [53]. 


Unfortunately, despite the proliferation of 
today’s technology and its ability to improve the 
integrity and transparency of the election process; 
most election systems are still restricted to the TE 
approach. Therefore, the need to enhance citizen 
trust and add credibility, specifically to the voting 
models, has emerged and pushed many countries 
to introduce EV technology in their election 
systems. The EV has been proposed as a solution 
for many issues related to TE and paper-based 
voting, which in turn ensure error and bias-free in 
the election process. Moreover, the partial use of 
technology in TE voting systems mainly rely on 
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central system architectures, which make them 
vulnerable to cyber-attacks targeting main 
infrastructures [54]. 


Therefore, providing one-box and secure 
solutions for holding an election requires a 
decentralized system architecture, such as the BC. 
The characteristics and transparency of BC agents 
make it a promising approach to solve for the 
issues associated with TE voting systems. BC- 
based EV engineering can address most of the 
challenges of TE systems and traditional EVs. 
These include issues of voter authentication, 
verification of votes, protection of voter privacy, 
the security of voting, and integrity of election 
results. 


Based on the context related to TE and EVs, 
this study attempts to develop an election system 
model based on BC technology to improve the 
current Jordan’s TE system. However, this model 
can be easily customized based on different 
election systems. It provides a _ semi-formal 
descriptive model to increase reliability, 
confidentiality, integrity, transparency, and 
security of the election process. Furthermore, it 
highlights the importance of voter identity 
through the biometrics of unique human- 
physiological characteristics to verify and 
authenticate a personal identity. In BC, the voter 
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ID relies on a cypher-based identification system, 
which provides real confidence in voter eligibility 
and his\ her privacy [55-57]. So, an EV model 
based on the use of BC and Biometric Technology 
(BT) has been proposed to verify and authenticate 
voters. However, this model needs to be validated 
against its alignment with the current Jordanian 
Parliament Election Law (JPEL) and ICE 
procedures. 


Therefore, this paper comes to fill the 
addressed theoretical and practical gaps by 
providing a valid E-voting framework schema 
based on BC technology that serves the election 
process in Jordan context. It seeks to explore 
the validity and feasibility of the proposed model 
using a focus group study (FGS) to restructure the 
implementation process as an initial step before 
the researchers developing the final software 
product that aligns with JPEL. 


4. Methodology 


The adopted methodology is structured into 
several phases. It starts by reviewing the literature 
and the JPEL and ends up with developing a final, 
model proposed with feasibility results (i.e., 
validation). Figure 1 shows the research design 
and workflow procedures. 


Literature Select & | 
JPEL Analysis 7 


Initial E-voting 
Framework Schema 


' Initial E-voting 
Case Model 


| Focus Group Technique | 


f: Final E-voting 
| Framework Schema 


a | | | 


Use 


| Framework Validation | 


Qualitative: 
Interview Analysis 


Figure 1. Research Design 


PHASE 1: Literature Select and JPEL Analysis 

To become familiar with the e-voting systems 
and the technology that is sought to be 
implemented in such a system, we proceeded to 
investigate literature related to the fundamental 
themes of this work. According to the 


development of this phase, it was possible to 
organize concepts and acquire new knowledge 
necessary to design and develop the final model, 
in which the blockchain technology will be 
implemented. Furthermore, several e-voting 
models were analyzed in an effort for the 
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development of our blockchain network, the 
characteristics that these models have and how we 
can utilize them to the needs of our project 
considering JPEL. 


PHASE 2: Development of Initial E-voting 
Framework Schema 


In this phase, we managed to identify the 
requirements that should be part of our initial E- 
voting Framework Schema, which we consider 
necessary to carry out the operation of developing 
e-voting model based on BC and aligns with 
JPEL. Figure 2 shows the initial E-voting system 
case Model resulted in this phase. 


The Independent 


Election Voters are 
Commission begins authenticated 
by creating lists of using 

candidates and biometrics 


Collects | 


biometric for chooses their 
them in a preferred 
database candidate 


Providing the 
authorized authority or 


Authentication of 
voters is done 


the admin with using biometrics 
information and It is (fingerprint and 
provided with the face recognition) 


conditions and Rules 


Create a private Enable access 

Blockchain through the 
database and electronic 
create Ethereum device on 

smart contracts election day 


stage | : Pre election stage Stage 2: Election stage 


Stage 3 :Post-election stage 


The vote is 
being 
encrypted 
with the 
required 
information 
like biometric , 


The voter 
verifies that 


his vote has 
been counted 


Release the 
results to the 
public 


The vote data 
is then sent to 
the Blockchain 
pool to be 
hashed and 
added to the 
blockchain 


Count votes 
on the fly on 
the 
Blockchain 


The vote data 
is picked by a 
node, 
processed, 
distributed to Verity if the 
other nodes hai 
_ Blockchain has 
for validation 
been tampered 
and appends i i 
with and is the 
the new block ; 
same with other 
to the 
nodes on the 


Blockchain 


Figure 2. Initial E-Voting Framework Schema Proposed 


Next, the use case model is developed based on the prior findings and JPEL analysis as shown in figure 3. 
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Figure 3. System Use Case Diagram 


Finally, the validation criteria, objectives of 
the focus group, and participant's identification 
and recruitment are defined. Participants were 
recruited by research areas that possess real 
experience with it. Within the boundaries of this 
study, experts were identified as _ electronic 
election experts, legal and legislative experts in 
elections, BC technology experts, and IT experts 
with research experience in critical processes. As 
the research topic is narrow, the field of potential 
participants has been restricted to those with 
experience developing this specific model. Since 
the qualifications of the participants are more 
important than the number of participants, only 
six experts have been chosen who possess 
fundamental knowledge in their field and what 
serves the research. 


To manage the results of the research study and 
obtain sufficient information to reach valid 
conclusions. The focus group participants were 
contacted face to face or through the Zoom 
program and the Team program. 


PHASE 3: Framework validation 
With the aim of revealing the validity of the 
proposed model in the real environment, the focus 


group discussion was conducted in this study, 
which was participated by domain experts. The 
interview results and discussion were analyzed 
and reflected on producing the final E-voting 
framework schema proposed. 


5. Analysis and Results 

The results of this study are qualitative 
and derived from an analysis of participants’ 
responses and discussion to topics, patterns, and 
relationships. The results indicated that there is a 
need to use secure e-voting system, with the 
necessity to work on the initial proposed model 
due to the factors related to transparency, trust, 
security, and voter privacy, which all participants 
agreed upon. This qualitative data represents the 
perspectives of those with expertise in developing 
a valid e-voting framework schema-based BC 
technology. Given everyone’s unique contexts 
and perspectives, a consensus was reached on 
each practice identified by the participants. Table 
1 compares between the initial and final 
framework schema proposed for e-voting system 
based on BC technology. These comparisons 
reflect the contribution added by the participants 
to ensure the validity of the proposed framework. 
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Table 1. Compare And Contrast The Proposed Models 


Comparison Initial Final Proposed Benefit 


proposed Framework 
Framework 


Category 


It was built based 
on the expert 
judgment of the 
initial proposed 
model 


It was built 
based on 
previous 
studies and 
related works 
Not applied 


model Design 


Legislative and 
legal aspects 


Not set Delegated Proof 


of Stake 


Consensus 
algorithm 


Permissioned 
private blockchain 


Private 
Ethereum 
blockchain 


Blockchain type 


Coming up with effective practices and 
critical issues that helped improve the 
proposed model and the possibility of its 
effective application 


Implementing Article 67 of the Election Law, 
which guarantees the integrity and secrecy of 
the electoral process and the right of the 
candidate to monitor the electoral process, as 
appropriate blockchain components have 
been used to achieve them. 

Enabling observers and candidates to monitor 
the integrity of the electoral process, as it is 
possible to delegate some powers and elect a 
simple sample for observation. 

As the use of Permissioned is suitable for 
institutional work, unlike the private 
Ethereum blockchain that is suitable for 
digital currencies, while the Permissioned 
enables to give an authorization to an 
authorized party to grant terms and 
procedures for programming smart contracts 
to prevent third-party interference from 
controlling the process and preventing human 
interference. 


Based on the consensus of the experts and the set of recommendations and amendments they recommended, 
this was the final form of the proposed e-voting framework schema as shown in Figure 4. 
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Figure 4. E-Voting Final Framework Schema Proposed 
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The proposed framework schema keeps track 
to fulfill the standards of adopting EE by stressing 
a set of principles related to consistency [54], 
integrity [55], [65], identity verification [57], 
eligibility[57], secrecy of the elector [55-57], 
resistance to tampering [55-57], uniqueness, and 
verifiability by individuals [55-57]. Thus, the 
rules that regulate the proposed system are 
explained as follows: 


1. After providing the director of elections 
with conditions, procedures, lists, and 
essential measures, the IEC begins by 
preparing voters' and candidate lists and 
then collecting vital measurements 
relevant to them. IEC begins the process 
of elections and control their life cycle 
by: Specifying the type of the election; 
creating the election; Deciding the 
lifespan of the election and the length of 
the election. 


2. Voters: Voters are the registered 
participants in particular elections. The 
role of the voter includes authentication 
at the start of the voting process using 
biometrics credentials; casting a vote; 
verify that his\her vote has been counted 
after the casting. 


3. Peer and ordering are managerial nodes, 
they serve as networked servers of a 
stand location station machines that 
receives all verified votes with vote’s 
projections on candidates. These server 
nodes project the votes and allows the 
results published for public after the 
completion time of the election process. 


6. CONCLUSION 


This paper comes to fill the addressed 
theoretical and practical gaps by providing a valid 
E-voting framework schema based on BC 
technology that serves the election process in 
Jordan context. It | seeks to explore the validity 
and feasibility of the proposed model using a 
focus group study (FGS) to restructure the 
implementation process as an initial step before 
the researchers developing the final software 
product that aligns with JPEL. The results of the 
multi-phases methodology allow to develop and 
recommend a _ conceptual framework for 
implementing e-voting system with all acting 
schemas that represents the different stages of the 
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election process. Moreover, the proposed 
conceptual framework developed with a thematic 
regulation that align with expert’s comments and 
JPEL standards. 


7. FUTURE WORK 

The proposed conceptual framework focuses 
on involving the BC technology to improve 
authenticity regulation and increase voter trust in 
the election system. This conceptual framework 
can be expanded to include extra BC nodes that 
allows the candidates to follow up their progress 
in the election contest. Moreover, Machine 
learning applications can be used to design e- 
voting models through the use of its various 
applications in terms of security and networking. 
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